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D.0. 15028/1/2022-AU-HQ \

Dear Madam/Sir,

Subject: Dos and Don’ts for agencies seeking offline verification of Aadhaar

Today, Aadhaar has become one the most reliable pieces of identity proof for a resident. The
acceptability of Aadhaar has also become ubiquitous, both in the domains of government and private sector
user schemes & services.

2 Since the first Aadhaar came into being in Sep, 2010, more than 135 crore Aadhaars have been
issued till date. When it comes to putting Aadhaar to use, there are about 177 authentication user agencies
registered with UIDAI, including both public and private entities, that carry out more than 6 crores online
Aadhaar authentications daily for rendering various user services that require authentication of an
individual's identity in real-time and in a non-repudiable way.

s Apart from online authentication of Aadhaar done by entities registered with UIDAI (called as
Requesting Entities-RE), there are also offline means available to verify Aadhaar. Offline verification is the
use of Aadhaar for identity verification and carrying out KYC process locally, without sending data to and
receiving response from UIDAI online. The organizations desirous of conducting offline verification of an
Aadhaar number holder without doing any registration with UIDAI are known as Offline Verification Seeking
Entities(OVSE).

4. Offline verification of Aadhaar involves validation of UIDAI's digital signature present either within
the secure QR code (displayed on Aadhaar letter, e-Aadhaar, Aadhaar PVC card, m-Aadhaar) containing
the resident's Aadhaar data or the paperless offline e-KYC XML file. A resident may voluntarily use the
Aadhaar number to establish his/her identity by way of offline verification by an OVSE.

5. While usage of Aadhaar, especially offline usage, has enormously expanded, it has been observed
that many a time, the OVSEs (and also REs, in some cases) resort to collection of physical copies of
Aadhaar letter or e-Aadhaar and also, without conducting verification (authentication, in case of an RE) of
Aadhaar document presented. Some agencies have also been found to have very little awareness about
their obligations as enshrined in the Aadhaar Act, 2016 and amendments & regulations thereof. While it is
important that offline usage of Aadhaar is promoted in still greater number of areas & use-cases in the
country, employing the prescribed ways & means of using Aadhaar is essential to ensure that basic
essence & purpose of it is not lost. In the same vein, compliance to the laws/rules/regulations governing
usage of Aadhaar cannot be compromised in any way.

6. In this context, a public circular listing out some of the important Dos and Don'ts for Offline
Verification Seeking Entities (OVSE) was recently published by UIDAI A copy of the same is enclosed
herewith for your kind reference.

1 It is requested that this circular be widely circulated within all the Organizations/ Institutions/
Authorities/ Corporations/ Other Bodies under your Department.
With regards,

Yours Sincerely,

(Dr. Saurabh%,r:?ﬂ
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No-15035/4/2021/AU-HQ
Unique Identification Authority of India
(Aadhaar Usage Division)
UIDAI HQs,
Bangla Sahib Road, Behind Kali Mandir.
Gole Market, New Delhi. 110001

Dated: 2\ October, 2022
CIRCULAR

Subject: Usage of Aadhaar- Do’s & Don’ts for Offline Verification Seeking Entities (OVSEs).

Offline verification is the use of Aadhaar for carrying out identity verification and KYC
processes locally. without connecting to the Central Identities Data Repository (CIDR) of UIDAL
The organizations conducting offline verification of an Aadhaar number holder for a lawful purpose
are termed as Offline Verification Seeking Entities (OVSE). [Ref. Section *2- Definitions’, Aadhaar
(Authentication and Offline Verification) Regulations]

p There are two modes of oftline verification, viz the Secure QR Code (displayed on Aadhaar
letter. e-Aadhaar, Aadhaar PVC card and m-Aadhaar ) and the Aadhaar Paperless Offline e-KYC
XMI. (downloaded from the UIDAI website and m-Aadhaar). Both the Secure QR Code and the
Aadhaar Paperless Offline e-KYC XML contain the resident’s data that is digitally signed by UIDAL
This is an essential security component that establishes the authenticity of the document, as
presented by the resident secking service from an OVSE. Scanning of secure QR code (which
includes validation of UIDAI's digital signature) is possible using Aadhaar Secure QR code scanner
application. This scanner application is freely available for both Android and iOS based mobile
phones as well as Windows based applications. The scanner is also available as part of UIDAI's m-
Aadhaar mobile application. for both Android and iOS phones.

. ¥ Residents may voluntarily use the Aadhaar number for a lawful purpose. to establish their
identity by way of offline verification by an OVSE. For the purpose of offline verification by an
OVSE. the Aadhaar number holder may use his/her Aadhaar cither in (i) the physical form like
Aadhaar letter (or copy thereof) or printed e-Aadhaar or Aadhaar PVC Card: or in (ii) the electronic
form like e-Aadhaar/ Aadhaar Paperless Offline e-KYC (XML )/ mAadhbaar.

4. Following are the Dos and Don’ts to be followed by the OVSEs:
(A)  Dos:-

i.  Be courteous to residents. Assurc the resident about the security & confidentiality of their
Aadhaar being used for offline verification.

ii.  Be sure to carry out offline verification of Aadhaar (as per para 2 above) prior to accepting it
as proof of identity. This applics to all modes of offline usage of Aadhaar. ie. secure QR
Code on Aadhaar Letter (or copy thercof) / e-Aadhaar/ m-Aadhaar or in the Aadhaar
Paperless Offline ¢-KYC (XML), as the case may be.
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Carry out offline verification of Aadhaar only for the lawful purpose specified to the Aadhaar
number holder along with his/ her explicit consent for verification taken either in physical or
electronic form. Maintain logs/ records of the consent for any future audit by UIDAI or any
agency thereof.

Provide the resident. desirous of availing any service from OVSE, other viable alternative
means of identification, in addition to Aadhaar, as required for rendering the service.

Ensure that Aadhaar data collected is not shared with any entity except in accordance with
the Aadhaar Act and/or regulations thereof.

Ensure that no service is denied to any resident for refusing to or being unable to undergo
offline verification of Aadhaar provided that the resident is able to identify himself/ herself
through other viable alternative means, as suggested by the OVSLE.

Ensure full cooperation to the Authority, or any agency appointed or authorized by it or any
other authorized investigation agency. in case of any fraud investigation involving Aadhaar.

Do inform the Authority and the Aadhaar number holder. without undue delay and in no case
beyond 72 hours after having knowledge of misuse of any information or systems related to
the Aadhaar framework or any compromise of Aadhaar related information.

Ensure strict compliance to the Aadhaar Act and Regulations and to any other directions
received from UIDAI from time to time, with respect to obligations of OVSEs.

Don’ts:-

Do not accept Aadhaar number, in physical or electronic form. as a proof of identity for a
lawful purpose, without first verifying the digital signature of the Authority as provided in the
Aadhaar Secure QR Code on Aadhaar Letter or e-Aadhaar or m-Aadhaar or Aadhaar
Paperless Offline e-KYC (XML), as the case may be.

Do not perform verification of Aadhaar without explicit consent of the Aadhaar number
holder in the form & manner as prescribed.

Do not perform offline verification on behalf of any other entity or person.

Do not collect, use or store Aadhaar number or biometric information of the resident after
having conducted offline verification of Aadhaar. Post verification. if the OVSE finds it
necessary for any reason, to store a copy of Aadhaar letter/ e-Aadhaar, the OVSE must ensure
that Aadhaar number is redacted/ masked and irretrievable through any means by any entity.
including by OVSE itself.

(Kuldeep Singh)
Asstt. Director (AU)
Tel: 2347 8511
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Ms Anita Karwal

Dos and Don'ts for agencies seeking offline verification of Aadhaar

From : KULDEEPSINGH <ad.au-hq@uidai.net.in>

Thu, Nov 17, 2022 12:08 PM

Subject : Dos and Don'ts for agencies seeking offline £ 1 attachment

To

verification of Aadhaar

Manoj Ahuja <Secy-agri@nic.in>, Dr(Mr) Himanshu
Pathak <dg.icar@nic.in>, Jatindranath Swain <secy-
fisheries@nic.in>, Shri Rajesh Kumar Singh IAS
<secyahd@nic.in>, chairman@dae.gov.in, RAJESH
KOTECHA <secy-ayush@nic.in>, Office of Secretary
(C&PC) <sec.cpc@nic.in>, Ms S. Aparna <secy-
pharma@nic.in>, Secy moca <secy.moca@nic.in>,
Secretary Coal <secy.moc@nic.in>, Secy DPIIT
<secy-ipp@nic.in>, Commerce Secretary Office
<csoffice@nic.in>, K Rajaraman <secy-dot@nic.in>,
Secretary Posts <secretary-posts@indiapost.gov.in>,
ROHIT KUMAR SINGH <secy-ca@nic.in>, Shri
Sanjeev Chopra <secy-food@nic.in>, Gyanesh Kumar
<secy-coop@gov.in>, Secretary MCA
<secy.mca@nic.in>, Govind Mohan <secy-
culture@nic.in>, Secretary DP <sdpns@nic.in>, Shri
Vijoy Kumar Singh IAS <secyesw@nic.in>, Shri
Giridhar Aramane <defsecy@nic.in>, Mr Lok Ranjan
<secydoner@nic.in>, Dr M Ravichandran
<secretary@moes.gov.in>, Ms Anita Karwal
<secy.sel@nic.in>, K. Sanjay Murthy
<secy.dhe@nic.in>, Secretary MeitY
<secretary@meity.gov.in>, Ms Leena Nandan <secy-
moef@nic.in>, SAURABH KUMAR
<secyeast@mea.gov.in>, Dammu Ravi
<secyer@mea.gov.in>, Dr. Ausaf Sayeed
<secycpv@mea.gov.in>, Shri Ajay Seth <secy-
dea@nic.in>, T.V. Somanathan <secyexp@nic.in>,
Shri Tarun Bajaj Secretary DOR <rsecy@nic.in>,
Secretary DFS <secy-fs@nic.in>, Shri Ali R. Rizvi
<secy-dpe@nic.in>, Secretary MoFPI
<secy.mofpi@nic.in>, Mr Rajesh Bhushan
<secyhfw@nic.in>, Office of Secretary DHR <secy-
dhr@gov.in>, Arun Goel <shioff@nic.in>, Registrar
General and census commissioner <rgi.rgi@nic.in>,
Dr. Dharmendra Singh Gangwar <secybm@nic.in>,
SECRETARY,OL <secy-ol@nic.in>, Anuradha Prasad
<secy-iscs@nic.in>, Ajay Kumar Bhalla
<hshso@nic.in>, Manoj Joshi <secyurban@nic.in>,
Apurva Chandra <secy.inb@nic.in>, Secretary DIPAM
<secydivest@nic.in>, Shri Pankaj Kumar <secy-
mowr@nic.in>, Ms. Vini Mahajan <secydws@nic.in>,
O/o Secy Labour Employment <secy-labour@nic.in>,
Shri S.K.G Rahate <secy-jus@gov.in>, Dr. Niten
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Chandra, Law Secretary <secylaw-dla@nic.in>,
Secretary LD <secyoffice-ld@gov.in>, Bidyut Behari a
Swain <secretary-msme@nic.in>, Vivek Bharadwaj .
<secy-mines@nic.in>, Secretary, Minority Affairs
<secy-mma@nic.in>, Bhupinder S Bhalla IAS <secy-
mnre@nic.in>, Mr Sunil Kumar <secy-mopr@nic.in>,
Gudey Srinivas <secympa@nic.in>, Office of
Secretary, Personnel <secy_mop@nic.in>, Shri V.
Srinivas <secy-arpg@nic.in>, Secy PNG
<sec.png@nic.in>, Office of Secretary Ports Shipping
and Waterways <secyship@nic.in>, Shri Alok Kumar
<secy-power@nic.in>, SECRETARY MORTH <secy-
road@nic.in>, NAGENDRA NATH SINHA
<secyrd@nic.in>, Ajay Tirkey <tirkeyaj@ias.nic.in>,
SECRETARY DST <dstsec@nic.in>, Dr Rajesh S
Gokhale <secy@dbt.nic.in>, Director General CSIR
<dgcsir@csir.res.in>, Atul Kumar Tiwari <secy-
msde@nic.in>, Anjali Bhawra <secywel@nic.in>, Sh
Rajesh Aggarwal <secretaryda-msje@nic.in>, Upma
Srivastava <secretary-ncsc@nic.in>,
chairman@isro.gov.in, Dr(Mr) G P Samanta
<secretary@mospi.gov.in>, Sanjay Singh <secy-
steel@nic.in>, Rachna Shah <secy-textiles@nic.in>,
Secretary Tourism <sectour@nic.in>, Lakshmi
Naryain <secy-tribal@nic.in>, Mr Indevar Pandey
<secy.wcd@nic.in>, Sujata Chaturvedi <secy-
sports@nic.in>, Secretary Youth Affairs <secy-
ya@nic.in>, Sanjay Verma <secywest@mea.gov.in>

Cc : CEO UIDAI <saurabh.garg@uidai.net.in>, amod
kumar <amod.kumar@uidai.net.in>, ajai chandra
<ajai.chandra@uidai.net.in>, dir au-hq <dir.au-
hg@uidai.net.in>, so au-hg <so.au-hg@uidai.net.in>

Respected Sir,

Aadhaar has become one the most reliable pieces of identity proof for a resident. The
acceptability of Aadhaar has also become ubiquitous, both in the domains of government
and private sector user schemes & services.

More than 135 crore Aadhaars have been issued till date. Usage of Aadhaar, especially
offline usage, has enormously expanded, it has been observed that many a time, the
OVSEs(Offline Verification Seeking Entities) resort to collection of physical copies of
Aadhaar letter or e-Aadhaar and also, without conducting verification of Aadhaar
document presented.

In this context, a public circular listing out some of the important Dos and Don'ts for
OVSEs was recently published by UIDAI.

I am directed to forward the D.O. Letter No. 15028/1/2022-AU-HQ Dated 17.11.2022 for
your kind information and further course of action, please.

Regards,
Kuldeep Singh
Assistant Director(Tech)/UIDAI HQ
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